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Evaluating Frameworks and their Applicability
Introduction
Organizations have different frameworks that perform different functions. The frameworks are used mainly to protect the information that the organizations have to prevent them from suffering losses. It is important to evaluate the framework that might be there in the organization in order to ensure that they are working accordingly and that they are not vulnerable to attacks. This ensures that the operations of the organizations run smoothly and that they are able to protect the information that they have. There are a number of frameworks such as risk management, cybersecurity framework, threat agent risk, factor analysis of information risk and operationally critical threat asset and vulnerability evaluation.
Purpose and Application
The risk management framework is a structured process that is used to identify potential threats to the organization and define the appropriate strategies to be used to eliminate them. The framework also provided the mechanism to effectively monitor and evaluate these strategies (Singh & Joshi, 2018). This can be applied through a review of the existing risk information and the weak areas that may be identified. The risk framework is then applied to seal the loopholes that have been identified and thus protect the organization. Cybersecurity framework is used to provide critical knowledge to the organization on how to effectively prevent, detect and respond to cyber-attacks. This is applied by first identifying the potential cyber-attacks that may be there and analyzing of the cybersecurity system in place. This will provide feedback regarding how secure the existing cybersecurity framework is and thus the implementation will begin. The threat agent risk assessment (TARA) is another type of framework that can be used in the organization. This framework provides a simple idea of risk strategies .The acronym stands for transference, avoidance, reduction and acceptance (Futch, Gonczi, Mason & Stuckenberg, 2018). There are four risk strategies that are used by organizations to deal with the issue of risks. In order to apply the framework, the organization needs to be aware of the potential risks that it faces. This is followed by assessing the danger that the risk poses and thus identify the most suitable among the four to be applied. The extent of the dangers of the risk and the capacity of the organization determines to a great extent the kind of strategy to be used and its application.
 The factor analysis of information risk is a model that is based on the factors that contribute to risks and how they affect each other. It is used by organizations to understand, analyze and measure the information risks. In other words, it is used to quantify and manage risks. This can be applied by first identifying the asset at risk, estimating the probable threat event frequency, estimate the worst-case loss and then deriving and articulating risks. Through this, the organization is able to have a systematic process that will be able to quantify the risk and formulate measures to deal with them. The last framework is the operationally critical threat asset and vulnerability evaluation (OCTAVE). This is a risk-based strategy assessment and planning technique that is used to identify and manage information security risks. It is a self-directed approach meaning that it is the people from the organization who assume the responsibility for setting the organization's security strategy (Chang, Kuo & Ramachandran, 2016). The framework is applied by first constructing the profiles of the threats that the organization faces. This is constructed based on the relative risks that they pose. Through this, the organization is able to allocate people who are charged with the responsibility of ensuring that they come up with appropriate strategies to deal with the threats identified.
Similarities and Differences Among the Frameworks
	FRAMEWORK
	SIMILARITIES
	DIFFERENCES

	Risk management
	Identifies potential risks
Provides the solution to the risks
Enables continuous evaluation of risks
	Analyzes all risk aspects of the organization

	Cybersecurity
	Identifies risks and threats
Provides a solution to the risks
Enables continuous evaluation of risks
	Focuses more on cyber attacks

	TARA
	Identifies risk and threats
Enables continuous evaluation of risks
	Risks transferred to other organizations

	FAIR
	Identifies risks
Provides a solution to the risks
Enables continuous evaluation of risks
	Involves quantification of risks

	OCTAVE
	Identifies risks
Provides a solution to the risks
Enables continuous evaluation of risks
	The organization owns the process



Advantages/Disadvantages of the Frameworks
Risk management provides the organization with an opportunity to identify the risks that they may have and eliminate them. This ensures that the organization's information is not lost and that the systems are fully working (Chang, Kuo, & Ramachandran, 2016). The cybersecurity framework protects the system of the organization from unwanted programs that may corrupt the system. They also protect data from being stolen in the organization. The fact that it is an easy framework to implement makes it good for organizations. TARA has the advantage of providing the organization with several options, unlike other frameworks. The organization can choose which option to apply in order to minimize or reduce the consequences of risks. The factor analysis of information risk is critical in providing the organization with a measurable unit of its risks. This enables the organization to know the rate of potential risk that it has and thus find ways of dealing with them. Octave, on the other hand, is less costly because it originates from the organization. In terms of disadvantages, it is costly to implement most of these frameworks. The organization has to set aside huge funds to successfully implement them. Cybersecurity blocks the user from accessing other sites which might be disruptive to business. The act of quantifying risk is a tedious process for organizations that use the factor analysis of information risk. The method is a bit technical and thus it needs a lot of process in order to come up with the correct figures. Octave, on the other hand, is largely incompatible with some of the systems in the organization and this poses a challenge in terms of dealing with risks.
The selection of a framework needs to appreciate the value of human value and dignity. This is to say that the framework used by the organization should be one that respects the values of life and upholds dignity. The application should not be done in disregard of the social values as the organization pursues profit interest. The people handling the formwork should not be in any way affected in the process of implementing and using it. Cybersecurity and OCTAVE are suitable in the technology industry while risk management, TARA and FAIR are most suitable for business and manufacturing industries.
Access Controls and Security Framework
Access control model provides ability to the company to access securable objects or perform various system administration functions. On the other hand, a security framework is a series of policies that define how the information of the organization can be protected. Access control model can be combined in that the security framework will provide the necessary access controls that will be used to access certain information. A framework impacts an information system in that the strategies indicated in the framework are implemented in the system. They define how the system will look like to protect information stored in there. The access control models also impact the information system as it provides ways in which the information can be accessed. The access site is located in the information system and thus it is linked to the access control models (Davari & Bertino, 2018). The access can only work on the information system and thus has a lot of impact on it.
Conclusion
[bookmark: _GoBack]The implementation of frameworks in the organization ensures that the information of the organization is protected and that their information systems are working properly. This should be encouraged so that all organizations have in place a framework that will protect them. The different frameworks work differently and thus, organizations should choose the one that is suitable to them. This will ensure that they protect information and manage the several risks that may face the organizations. However, as mentioned above, security frameworks used have to align with the acceptable social values and should not just be directed to profit maximization.
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